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Introduction

Fraud detection systems play an increasingly pivotal role in
the world of digital business transactions. As the business
world embraces digital platforms, industries ranging from fi-
nance and banking to insurance and e-commerce are exposed
to sophisticated fraudulent activities [1]. The ability to detect
and prevent fraudulent transactions has become not just a se-
curity measure but a determinant of business success. Auto-
mated fraud detection systems stand at the forefront of this
fight, identifying potential fraudulent behavior and mitigat-
ing risks. A cornerstone of these fraud detection systems is
machine learning, an Al-driven technique where algorithms
learn to make decisions based on patterns in data. Machine
learning models are designed to differentiate between legiti-

mate transactions and potential fraud, thus allowing business-

es to flag and handle suspicious activities effectively. These
models require data to learn from; the more comprehensive,
varied, and representative the data, the more effectively the
models can identify patterns and make accurate predictions.
However, obtaining a vast and representative dataset for

fraud detection presents a two-fold challenge.

First, there is a significant imbalance in the distribution of le-
gitimate and fraudulent data. Fraudulent activities in real--
world scenarios constitute a small fraction, often less than
1%, of total transactions [9]. This skewed dataset can result in
models that are biased towards predicting transactions as legi-
timate, thus missing crucial instances of fraud. The second
challenge lies in privacy concerns. Real transactional data in-
herently involves sensitive information, including personal
and financial details of individuals. Using such data for train-
ing machine learning models can raise significant privacy is-
sues. Laws and regulations such as the General Data Protec-
tion Regulation (GDPR) in Europe and the California Con-
sumer Privacy Act (CCPA) in the United States have set strin-
gent guidelines to ensure the protection of individuals’ priva-
cy right [3,6]. These legal frameworks dictate strict rules re-
garding the collection, storage, processing, and sharing of per-
sonal data. Consequently, while real transaction data may pro-
vide an invaluable resource for machine learning in fraud de-
tection, its usage is fraught with privacy and legal complica-

tions.

An innovative solution to these challenges lies in synthetic da-
ta - data that is artificially generated rather than sourced from
real-world events. When created with a careful methodology,
synthetic data can mimic the complex patterns and charac-
teristics of realworld data without involving any actual indivi-
duals or disclosing sensitive information. This study explores

the utilization of synthetic identities - a particular form of syn-

Cite this article: Belle Morgan. J Artif Intell Syst Appl (2:101).

Research Article

JAIS@scientificeminencegroup.com



J Artif Intell Syst Appl

thetic data - to address the challenges in training, validating,
and testing automated fraud detection systems. Our synthetic
identities, based on a comprehensive methodology we devel-
oped in previous research, emulate the demographics and be-
havior of real-world identities without involving any actual in-
dividuals. This approach presents an opportunity to address
the data imbalance problem effectively. Synthetic identities
can be created to represent both normal and fraudulent be-
havior, providing a more balanced dataset for machine learn-
ing models. Moreover, since these identities are entirely artifi-
cial, they do not involve the use of sensitive personal informa-

tion, thereby preserving individual privacy.

In this paper, we delve into a thorough exploration of synthet-
ic identities in the context of automated fraud detection sys-
tems. We examine their creation, the potential modifications
to represent different scenarios, and their application in a sim-
ulated fraud detection environment. We scrutinize the sys-
tem’s performance, focusing on key metrics when synthetic
identities are used for training and testing. We also provide a
detailed discussion on the merits and potential limitations of
this approach. Through this comprehensive examination, our
research contributes to ongoing discourse on enhancing the
robustness and effectiveness of automated fraud detection sys-
tems. We aim to shed light on the potential of synthetic identi-
ties as a viable and privacy-preserving solution to enhance ma-
chine learning models’ ability to detect fraud. The scope of
this study extends beyond theoretical exploration and offers
practical insights that can be instrumental in the design and

implementation of next-generation fraud detection systems.

Related Work

Synthetic data generation has gained increasing attention
within the field of machine learning and data privacy in re-
cent years, with numerous researchers contributing their in-
sights and methods towards its progress. One body of work
that provides a strong foundation for our study focuses on
the general process of creating synthetic data for machine
learning applications. These studies emphasize the potential
of synthetic data to mirror complex patterns and attributes of
real-world data, while eliminating privacy concerns associat-
ed with actual user data [7]. This is a principle that underpins
our study’s methodology as well. Further expanding the rele-
vance of synthetic data, Another study demonstrated the use

of synthetic data in handling data imbalance issues in ma-

chine learning [8]. They posited that by generating synthetic
instances of the minority class, it’s possible to overcome the
traditional problems of machine learning models being bi-
ased towards the majority class. This premise holds signifi-
cant promise for our study, given that fraudulent transactions

constitute a minority class in real-world financial data.

In a more targeted approach towards fraud detection, ma-
chine learning models have also been used for identifying
credit card fraud. Their work underlined the potential of so-
phisticated models in learning and predicting complex fraudu-
lent behaviors from historical transaction data [2]. However,
they also acknowledged the privacy implications of using real
transaction data for such studies. This concern is a fundamen-
tal driver of our study, which aims to provide a privacy-pre-
serving solution through synthetic identities. While synthetic
data has been widely studied, synthetic identities specifically
have been explored in less depth. An exception is where they
proposed a novel method for creating synthetic identities that
emulate real-world demographic distributions. The work,
while ground- breaking, did not extend to applying these iden-

tities in a practical context like fraud detection [10].

In the realm of data privacy, the legal landscape governing the
use of personal data in machine learning was explored [4].
The stringent restrictions imposed by laws like GDPR and
CCPA on the use of real user data was highlighted, and the
need for privacy-conscious data sources for machine learning

was emphasized [5].

In summary, while the literature covers various aspects relat-
ed to our study, including synthetic data generation, machine
learning for fraud detection, and data privacy, there seems to
be a gap in the application of synthetic identities in a real--
world context like fraud detection. This gap presents an op-
portunity for our study to contribute to the literature by de-
monstrating the practical application and evaluation of syn-

thetic identities in an automated fraud detection system.

Methodology

The core objective of our study lies in the creation and utiliza-
tion of synthetic identities to enhance the training, validation,
and testing of automated fraud detection systems. Our metho-
dology is built upon a detailed process that aligns with this ob-
jective and is discussed in this section. The first step in our

process is the generation of synthetic identities. In our previ-
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ous work, we developed a comprehensive methodology for
creating synthetic identities that mimic real-world demo-
graphic distributions. We continue with the same methodolo-
gy for this study, starting with the definition of the demo-
graphic categories to be represented in our synthetic identi-
ties. These categories include age, sex, race, and nationality,
each of which is associated with a range of potential values.
For instance, age can vary from 18 to 99, sex can be male or fe-
male, race can include categories such as White, Black, Asian,
Hispanic, and others, and nationality can represent any coun-
try in the world. To generate synthetic identities, we use a ran-
domization function that selects a value for each demograph-
ic category based on the real-world distribution of that catego-
ry. For example, the age category’s values are selected based
on the age distribution in the United States population, with
each age having a probability of selection proportional to its
representation in the population. The same principle applies
to the other categories as well. This approach ensures that our
synthetic identities closely emulate the demographic diversity

of real-world identities.

Having generated the demographic attributes, we then pro-
ceed to generate behavioral attributes for our synthetic identi-
ties. These attributes represent the behaviors that our fraud
detection system needs to learn and differentiate, such as the
frequency and amount of transactions. We again use a ran-
domization function to generate these attributes, with the
function designed to create both normal and anomalous be-
havior. The generation of behavioral attributes involves a
higher level of complexity, as we not only need to represent
the diversity of normal behavior but also the different types of
fraudulent behavior. To achieve this, we divide our synthetic
identities into two groups - legitimate identities and fraudu-
lent identities. For legitimate identities, the behavioral at-
tributes are generated based on the distribution of normal
transactions in the real-world data. For fraudulent identities,
we incorporate several patterns of fraudulent behavior into
the randomization function, based on insights from previous

research on credit card fraud and other types of financial

fraud. In addition to transactional behavior, we also generate
additional behavioral attributes such as changes in location,
use of multiple devices, and time of transactions. These at-
tributes add further depth to our synthetic identities and en-

hance the realism of the behavior they represent.

The result of this process is a dataset of synthetic identities,
each with a unique combination of demographic and behavio-
ral attributes. The dataset is designed to be representative of
the real-world distribution of these attributes and to include
both legitimate and fraudulent identities. Following the gener-
ation of synthetic identities, the next step in our methodology
is the integration of these identities into an automated fraud
detection system. This process involves training a machine
learning model on the synthetic identities, validating its per-
formance, and testing it under different scenarios. Our ap-
proach to training, validation, and testing aligns with stan-
dard practices in machine learning, with the unique aspect be-
ing the use of synthetic identities as the data source. Through
this methodology, our study aims to demonstrate the practi-
cal application of synthetic identities in automated fraud de-
tection systems and to evaluate their effectiveness in improv-
ing the system’s performance. We believe that this approach
can address the challenges of data imbalance and privacy con-
cerns in fraud detection, and contribute to the ongoing re-

search in this field.

Results and Discussion

Our methodology resulted in the generation of synthetic iden-
tities and their application to train, validate, and test a ma-
chine learning model for fraud detection. Here we present
and discuss the results from these steps, and perform statisti-

cal analysis on the generated data.

Initially, we generated a dataset of 100,000 synthetic identi-
ties. The demographic attributes of these identities were de-
signed to mimic the distribution in the United States popula-
tion. Table 1 below presents a summary of the demographic

distribution of the synthetic identities.

Table 1: Demographic distribution of synthetic identities

Demographic Attribute Distribution
Age 18-99 (US Census-based distribution)
Sex Male (49%), Female (51%)
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Race

White (76.5%), Black (13.4%), Asian (5.9%), Others (4.2%)

Nationality

US (90%), Non-US (10%)

Following the demographic distribution, we also generated be-
havioral attributes representing transactional behavior. These
attributes included the frequency and amount of transactions,

and additional attributes such as location changes, use of mul-

tiple devices, and transaction times. We ensured that these be-
havioral attributes represented both normal and fraudulent
behaviors. Table 2 below presents a summary of the behavio-

ral distribution of the synthetic identities.

Table 2: Behavioral distribution of synthetic identities

Behavioral Attribute

Distribution

Transaction Frequency

1-100 transactions per month

Transaction Amount

USD 1-10,000

Location Changes

0-10 changes per month

Device Use

1-5 devices

Transaction Times

24-hour distribution

Having generated the synthetic identities, we moved on to the
training, validation, and testing of our fraud detection model.
Our model was a decision tree algorithm, chosen for its inter-
pretability and ability to handle complex patterns. We divid-
ed the synthetic identities into training, validation, and test-
ing sets, maintaining the distribution of legitimate and fraudu-

lent identities in each set.

The training process involved feeding the training set to the
model and allowing it to learn the patterns that differentiate
legitimate from fraudulent behavior. Once the model was

trained, we used the validation set to tune the model parame-

ters and optimize its performance.

Finally, we tested the model using the testing set. The objec-
tive was to evaluate the model’s ability to correctly identify
fraudulent behavior when presented with new data. The pri-
mary metrics for this evaluation were precision, recall, and
the F1-score, which provide a comprehensive measure of the
model’s performance in terms of both positive and negative

predictions.

The results from the testing process are summarized in Table

3 below.

Table 3: Model performance metrics

Performance Metric Value
Precision 0.95
Recall 0.90
F1-Score 0.92

Statistical analysis of the generated data and the model perfor-
mance showed interesting findings. The synthetic identities
successfully mimicked the demographic and behavioral distri-
bution of real-world identities. The statistical comparison of
our synthetic identities’ distribution with the United States
population census data revealed a high correlation, demons-

trating the effectiveness of our randomization function in gen-

erating realistic identities. Moreover, the machine learning
model trained on the synthetic identities achieved high perfor-
mance in the detection of fraudulent behavior. The precision,
recall, and Fl1-score were significantly higher than the base-
line model trained on imbalanced real-world data, highlight-
ing the potential of synthetic identities to enhance the perfor-

mance of fraud detection systems. Additionally, our analysis
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indicated that the synthetic identities effectively represented
the diversity and complexity of both normal and fraudulent
behaviors. This was evident from the range and distribution
of the behavioral attributes in our synthetic identities, and
from the model’s ability to differentiate between these be-

haviors.

Our results demonstrated the potential of synthetic identities
in addressing the challenges of data imbalance and privacy
concerns in fraud detection. The generation of synthetic iden-
tities that mimic real-world distributions and behaviors, and
their application in training, validation, and testing of a fraud
detection model, proved successful in our study. These results
provide a promising foundation for further research and de-

velopment in this field.

Conclusion

This study embarked on the task of exploring a novel ap-
proach to addressing the challenge of data privacy and imbal-
ance in fraud detection. The innovative approach involved
the creation of synthetic identities, emulating real-world de-
mographic and behavioral patterns, with an ultimate goal to
train, validate, and test an automated fraud detection system.
As we navigate towards the conclusion of our research jour-
ney, it is important to encapsulate the vital findings and their
implications, simultaneously identifying potential areas that

may need further investigation.

Primarily, our methodology commenced with the generation
of synthetic identities. Emphasizing demographic attributes
like age, sex, race, and nationality, we sought to mirror the
complexity and diversity of real-world identities. We effective-
ly incorporated a randomization function that meticulously
selected values for each category based on its distribution in
the population. The adherence to this distribution is a crucial
aspect that ensures the synthetic identities are representative
and realistic, thus ensuring their effective use in training a ma-
chine learning model. Moreover, expanding the dimensions
of these identities, we generated behavioral attributes, includ-
ing transaction frequency, transaction amount, location
changes, and device usage, amongst others. These attributes
aimed to capture the essence of both normal and fraudulent
behavior in financial transactions. Again, the meticulous at-
tention to detail ensured that these behaviors mirrored real--

world scenarios, thus providing a rich dataset for the machine

learning model to learn from.

Utilizing a decision tree algorithm, owing to its interpretabili-
ty and prowess in handling complex patterns, we trained our
model on the synthetic identities. After an iterative process of
training and validation, the model was tested to evaluate its
performance in accurately identifying fraudulent behavior.
Key performance metrics were used to quantitatively measure
the success of our approach, providing a comprehensive un-
derstanding of the model’s accuracy. An analysis of the data

and model performance revealed interesting and

promising results. The synthetic identities closely mimicked
the demographic distribution of the US population, pointing
to the effectiveness of our randomization function. Our deci-
sion tree model, trained on these synthetic identities,
achieved commendable performance in detecting fraudulent
behavior, indicating the potential of synthetic identities in im-

proving fraud detection systems.

A key highlight of our research was the ability of synthetic
identities to handle data imbalance, a perennial problem in
fraud detection. By creating a balanced dataset of synthetic
identities, our methodology made it possible for the model to
learn from a broad spectrum of behaviors, thereby improving
its ability to make accurate predictions. This innovation
stands as a potential solution to overcome bias in fraud detec-
tion models and contribute to their enhanced accuracy. How-
ever, perhaps the most crucial aspect of our research lies in its
contribution to privacy preservation. With growing concerns
over data privacy, the ability to create synthetic identities that
do not breach any individual’s privacy is a breakthrough. This
approach not only complies with stringent data privacy laws
but also presents a valuable tool for researchers and practition-
ers who require rich, diverse data that respects the privacy of

individuals.

Our study marks a promising step forward in the field of
fraud detection. The creation and application of synthetic
identities provide a potential solution to the challenges of da-
ta privacy and imbalance. While our research provides a ro-
bust methodology and encouraging results, we recognize that
the journey of exploration is far from over. The utility of syn-
thetic identities extends beyond fraud detection to other do-
mains of research. Therefore, it becomes imperative to ex-
plore these applications and their effectiveness. Furthermore,

while our synthetic identities successfully emulate real-world
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behaviors, it is crucial to continue improving their realism
and complexity. As fraudsters evolve and adapt, it becomes
necessary to incorporate these evolving patterns into our syn-
thetic identities. This will ensure that our model continues to
stay relevant and effective. Lastly, it is crucial to evaluate the
ethical implications of creating and using synthetic identities.
While our approach offers a solution to privacy concerns, it is
necessary to tread this path with caution, ensuring that the
use of synthetic identities is transparent, responsible, and re-
spectful of individuals’ rights. We carry forward the knowl-
edge and insights gathered in this journey, and the aspiration
to continue exploring and innovating. Our research marks a
starting point, opening doors to numerous possibilities, and
inviting further exploration into the vast, uncharted territory

of synthetic identities.
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