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Abstract

Small and medium enterprises (SME companies) are the

major  contributors  to  overall  employment,  the  GDP  of

most countries, and the global economy. Recent cyberat-

tack statistics show that SMEs are always a target for cy-

bercriminals,  posing a  direct  threat  to  the  global  econo-

my if  they are not protected.  To understand the current

scenarios  in  the  SME segment,  the  authors  conducted  a

research survey to get insights into the current cybersecu-

rity  posture  of  each  participant  SME  as  well  as  the

problems  faced  by  enterprises  in  adopting  cybersecurity

controls.  The input from more than a hundred SMEs in

different  domains  and  from  different  countries  helped

the  authors  understand the  gaps  that  are  helping  cyber-

criminals  be  successful  attackers.  The  top  three  issues

identified during research were a lack of required finan-

cial investment, a lack of skilled resources, and other busi-

ness priorities deemed more important than cybersecuri-

ty by top management. To attract SMEs to implement cy-

bersecurity  controls,  there  is  a  need  to  divide  the  large

landscape  of  cybersecurity  controls  and  provide  a  step-

wise implementation path in a prioritized manner where

core  cybersecurity  concepts  can  play  a  crucial  role.  For

the solution design, the authors conducted research inter-

views with the top management of more than 100 SMEs

to map their  business  priorities  relevant  to  it.  To bridge

the  gaps  identified,  the  authors  will  attempt  to  recom-

mend a solution by considering confidentiality, integrity,

and  availability  (the  CIA  triad),  as  well  as  defense  in

depth  (DiD)  concepts.
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ty triad; CNI: Critical National Infrastructure; DiD: De-

fense in Depth; DDoS attack: Distributed-denial-of-ser-

vice attack; DoS attack: Denial-of-service attack; GDPR:

General  Data  Protection Regulation;  HR:  Human Re-

sources; ICT:  Information and Communications Tech-

nology; IoT: Internet of Things; ISO: The International

Organization for Standardization; NCSC:  National Cy-

ber Security Centre; NIST: The National Institute of Stan-

dards and Technology; SAAS: Software Development in

areas of business process automation for SMB and SME;

SAS Services: A Software As A Service Platform; SME:

Small and Medium Enterprise

Introduction

Small and Medium Enterprises (SMEs) are often defined by a

particular range of yearly turnover and employee numbers in

various nations.  Around 400 million SMEs cover 90% of the

businesses along with almost 70% of global employment and

55% of the GDP of the developed economies [1]. Growing dig-

itization starting from IoT sensors to Cloud is changing an en-

tire industry, SME is not an apart [2]. Big data, cyber-physical

systems,  and  interoperability  are  examples  of  Industry  4.0

technologies that have a substantial positive impact on SMEs'

business  success.  The  digital  transformation  of  SMEs  en-

hances  operational  efficiency  by  cutting  costs  [3].  It  has  in-

creased the cyber-attack surface for organizations. Interesting

studies  by  the  NCSC  say  that  one  in  two  SMEs  has  a  fair

chance  of  experiencing  a  cyber  breach  [4].  Given  that  SMEs

are the target of more than half of assaults, they are at a signifi-

cant risk [5,6]. As per the latest cybercrime statistics, around

43% of businesses that are getting targeted by cybercriminals

are  small  businesses.  Also,  those  who  become  the  victim  of

successful cyber-attacks, are not able to sustain their business

for more than 6 months [7]. Since the 2022 year start, accord-

ing to the latest cyber news, again there is a sharp rise in cy-

ber-attacks  by  Russia-backed  cybercriminals  which  are  pri-

marily  targeting  Small  and  Medium  Businesses  (SMBs)

[8-12].

It is important to study the current cybersecurity posture and

real problems SMEs are undergoing. Here authors are touch-

ing on two parts, one is research to state the problem, and the

other  is  the  recommendation  for  the  resolution  of  the

problem.

To achieve the first part, the authors conducted a research sur-

vey in the second half of the year 2021 with well-designed key

questions  which  will  give  various  insights  about  participant

SMEs, such as the number of years of existence of the enter-

prise,  knowledge  about  if  they  have  adopted  cybersecurity

standards/frameworks, types of security controls present, fre-

quency  of  employee  training  for  cybersecurity  awareness

within the organization, obstacles for implementing cyberse-

curity and what kind of cyber-attacks faced by SMEs. This sur-

vey tries to understand the currently implemented cybersecu-

rity  controls  within SMEs,  which is  very crucial  information

about  knowing what  is  helping  cybercriminals.  Even though

the authors approached hundreds of SMEs, looking at the crit-

icality  of  their  cybersecurity  implementation-related  inputs

only the top management of 115 SMEs volunteered with their

valuable participation. The valuable inputs received from di-

rectors,  owners,  C-level  executives,  and  other  top  manage-

ment  personnel  will  be  discussed  in  upcoming  sections.

In the coming sections, after highlighting the latest gaps iden-

tified  and  learning  from  the  research  survey  participated  by

various  SMEs,  in  the  second  part,  the  authors  will  elaborate

few key cybersecurity concepts to plot a recommended step-

wise solution. To provide a high-level solution for SMEs, the

authors will explain how the least implementation of cyberse-

curity controls  can be achieved after  prioritization of  critical

assets  and  mapping  it  with  the  CIA  triad.  Also,  the  authors

will throw light on how DiD will benefit SMEs to have additio-

nal layers of security in place. The authors will also share how

responsible  AI  will  contribute  to  the  recommended solution

[13].

Related Work

Leading  cybersecurity  frameworks  and  standards  at  the  mo-

ment include ISO/IES 27001, NIST, System Security Engineer-

ing  Capability  and  Maturity  Model  (SSE-CMM),  Common

Criteria  (CC),  and  Zero  Trust  Concept.  Each  of  these  offers

the  universal  cybersecurity  safeguards  that  every  firm needs.

Zero  Trust  is  a  concept  where  enterprises  should  design  ac-

cess controls where they should never trust any access request

to their systems. It takes into account the level of trust for peo-

ple and devices in relation to contextual information such lo-

cation,  hour  of  the  day,  kind  of  task,  etc.  [14].  Additionally,

the  user's  immediate  environment  is  currently  under  a  level

of security threat, meaning anything attempting to connect to
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their system must first pass security verification [15]. Yet it re-

quires  many  resources  for  successful  implementation  and

even not  mapping  to  each  requirement  of  a  specific  domain

[16].  The  NIST,  which  also  provides  a  framework  for  Small

and Medium Businesses, has identified five main tasks that it

believes are essential for defending against cyber threats, iden-

tifying  them,  responding  to  them,  and  recovering  from  cy-

ber-attacks  (SMBs).  CC  is  of  excellent  use  while  evaluating

the security of IT products, but on other hand, it is very time--

consuming to prepare for it. Also, it is costly to use the same.

SSE-CMM shares guidelines but does not define specific pro-

cesses.  ISO/IEC 27001  standard  helps  enterprises  to  develop

information  security  management  systems  (ISMS)  required

for  them.  It  is  quite  difficult  for  many  organizations  due  to

lagging security knowledge as well as the disability to develop

the same due to various reasons [17]. Recent study for exami-

nation  of  the  impact  of  COVID-19  on  SMEs  is  indicating  a

significant rise in failure rates across all sectors of SMEs in ad-

dition to gaps in current standards and frameworks [18]. Al-

so,  as  shown in  figure  1,  coverage  of  various  components  of

the leading standards and frameworks of cybersecurity differs

which  is  not  always  promising  comprehensive  cybersecurity

controls  implementation [19,20].  In order to meet  the needs

of any enterprises,  a standard need to be feasible,  affordable,

and  take  into  consideration  the  constraints  of  available  re-

sources and technology. It must also satisfy the standard's veri-

fication requirements,  since enterprises  anticipate  being able

to evaluate security quality on their own - even when combin-

ing  framework  strength  testing  with  other  security  testing

tasks. Furthermore, an issue in determining the starting point

when protection will begin arises from a lack of understand-

ing of the cybersecurity areas required by the standard [19].

Figure 1: Analysis of leading cybersecurity standards and frameworks components

Recent COVID-19 pandemic caused many holes to cybersecu-

rity posture of organizations. Around 2,215 IT and IT securi-

ty professionals in the US, UK, DACH, Benelux, Scandinavia,

and  ANZ  were  polled  by  the  Ponemon  Institute  (Australia

and New Zealand). All of the respondents to this study work

for  companies  who  have  given  their  staff  furloughs  or  told

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com
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them  to  telework  as  a  result  of  COVID-19.  The  research

found  that,  on  average,  58  percent  of  these  firms'  workers

now work remotely, up from an earlier average of 22 percent

before  COVID-19.  On  average,  33%  of  workers  were  placed

on leave. The effectiveness of the organization's security pos-

ture  has  been  considerably  decreased  by  the  remote  work-

force. BYOD has reduced the security posture of enterprises.

Sixty-seven percent of respondents claim that the security pos-

ture of their firms has weakened as a result of remote workers

using their personal mobile devices, such as tablets and smart-

phones, to access mission-critical IT infrastructure and appli-

cations. The most vulnerable endpoints or access points to en-

terprises'  networks  and  enterprise  systems  are  smartphones,

laptops,  and  mobile  devices  [21].  Flow  control  attack,  injec-

tion attack,  information leakage attack,  and denial  of  service

(DoS)  attack  were  the  most  observed  cyber-threats  during

pandemic  [22].

Earlier studies show that more than half of SMEs shut down

their  business  within  the  first  five  years  of  their  operations

[23,24]. There are many existing problems SMEs are undergo-

ing for many years. In-country like Ghana, SMEs are facing fi-

nancial  challenges  where  there  are  gaps  in  accessing  credits

[25].  In  the  USA,  Spain,  Portugal,  Netherlands,  and  several

countries, SMEs are facing finance-related problems and cons-

traints related to the same [26]. For every business to succeed,

effective  brand  management  is  necessary.  SMEs  are  lagging

behind in brand management due to a lack of resources and

knowledge [27].  The successful  cyber-attacks  can even dam-

age  the  brand  reputation  build  by  an  enterprise  which  can

cause  negative  consequences  on  an  organization’s  business

[28].  Reference  to  various  problems faced by SMEs in  terms

of  cybersecurity  implementation,  as  a  summary  of  issues

most  of  those  are  facing  is  pointing  to  problems  like  less  fi-

nance  with  related  support,  skilled  human  resources,  and

other business priorities ignoring sufficient investment in cy-

bersecurity posture by top management [29-39].

Apart  from the SMEs’  definitions present  globally  which are

mainly  focused  on  the  number  of  employees,  revenues,  and

capital,  SMEs are characterized by uncertain revenues in de-

veloping  countries  which  are  having  an  economy  based  on

fluctuating  currencies.  It  has  an  impact  on  SMEs  dependent

on the same. Also, SMEs need to undergo re-classification of

assets  after  a  certain  period,  as  their  asset  values  keep  on

changing  as  it  is  dependent  on  business  dynamics  such  as

changing goals, focus, etc. In previous studies, it was evident

that most SMEs in developing countries are facing issues relat-

ed to confidentiality, integrity, and availability [40]. These en-

terprises  are  undergoing  cyber-threats  such as  various  social

engineering  attacks,  phishing  emails  with  malicious  attach-

ments, spamming, spyware, natural disasters, lack of inadequ-

ate authentication methodologies, viruses, hacking, power ou-

tages,  and/or  failure,  missing  backups,  etc.  Identification  of

SME's critical assets is a very crucial stage, where inputs from

SME's top management must be involved as they knew chang-

ing business directions [40].

Summarizing the inputs from different research studies, avail-

able cybersecurity standards or frameworks are less attractive

to SMEs which are undergoing problems such as those being

costly  to  implement,  requiring  a  long-time  investment,  de-

mand to have in-depth knowledge, and missing helpful guide-

lines to start till finishing implementation. Also, one big obser-

vation  is  none  of  the  existing  standards  or  frameworks  can

provide Enterprise with a solution in line with its business do-

main. The common problems which overall SMEs are facing

while considering strategy and implementation of cybersecuri-

ty controls will have a significant impact on the way forward

towards new recommendations.

Seven Stages of Research

Even  though  it  is  evident  that  there  are  a  few  existing

problems that SMEs are facing as explained in the above sec-

tion, the authors decided to reach SMEs and collect fresh in-

sights.  The  entire  research  has  seven  stages  as  illustrated  in

Figure 2. The first stage is about studying the results of a re-

search  survey.  This  first  stage  will  conclude  the  problems

faced  by  SMEs.  Moving  ahead  to  the  second  stage,  the  au-

thors will move towards a recommended solution for the gaps

identified  in  the  first  stage.  The  authors  will  revisit  the  pri-

mary  concepts  of  cybersecurity  in  the  second  stage.  In  the

third stage,  readers will  understand how SMEs’ domain-spe-

cific needs of confidentiality, integrity, and availability change

based  on  their  priorities  of  the  core  business.  Here  authors

will  also  share  valuable  inputs  from  the  top  management  of

SMEs via research interviews. In the fourth stage, the authors

will  explain  how SMEs can identify  business  domain critical

assets (BDCA) for themselves. The fifth stage will discuss how

SMEs  can  implement  prioritized  CIA triad  areas  for  BDCA.

After which SMEs need to implement the least cybersecurity

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com
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controls with prioritized layers of the overall  organization as explained in stage six. Finally, SMEs need to calculate the ma-

turity progress based on the earlier two stages.

Figure 2: Seven Stages of Research

Research Survey Analysis and Findings

As pointed out in the related work section, there are already

known issues that are faced by the SME segment. Apart from

that  from July  to  September  2021,  the  authors  approached a

few hundred SMEs. Out of those only 115 SMEs shared valu-

able inputs in this survey as cybersecurity has been a very sen-

sitive and crucial area of any enterprise.

Figure 3: SME Participation from Various Countries

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com
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As shown in Figure 3, this survey participants were top man-

agement of SMEs across various countries and from domains

like B2C SaaS Hyper Mobility and Fintech consumer services,

BSFI, Cold Storage & Warehousing, Consulting, Distribution

of primary packaging material, E-commerce, Education, Edu-

cation Technology, Executive Coaching, Exports, Finance Ser-

vices, FMCG, Healthcare, Hospitality, Insurance, Internation-

al  Humanitarian Charity,  IT industry,  Legal and Accounting

Services,  Legal  Services,  Logistics,  Manpower  supply  (HR),

Manufacturing, Maritime, Logistics, and Supply Chain Man-

agement,  Marketing  Consultant,  Oil  Industry,  Online  Ser-

vices,  and  marketing,  Pharmaceutical,  Renewable  Energy,

SAAS,  SAS services  (for  Insurance Brokers  Services),  Media,

Telecommunication,  Travel  Technology,  etc.  According  to  a

research  survey  conducted  by  authors  among  various  do-

mains of  SMEs,  they found interesting insights  into the cur-

rent  implementations  of  cybersecurity  controls  and  real

problems faced by SMEs. 40% of SMEs who had participated

survey were having existed for more than 10 years following

around 18% of SMEs working for more than 5 years.

Referring to Figure 4,  it  is  evident that  around two-thirds of

participant  enterprises  were  having  more  than  or  equal  to  5

years of existence. The 40% of SMEs in this survey who parti-

cipated  voluntarily  had  been  in  business  for  more  than  ten

years.  More  than  18%  of  participating  SMEs  were  aged  be-

tween  5  to  10.  Around  20% of  SMEs  were  having  execution

between  one  to  three  years.  Around  12%  of  SMEs  have  be-

tween three to five years of existence. Less than 10% of partici-

pant SMEs were just stated in the last twelve months.

Figure 4: SME Participation from Various Countries

The purpose of cybersecurity controls is to safeguard people,

processes, and technology areas of the enterprise. Implemen-

tation of the collection of cybersecurity best practices to pro-

tect enterprises against cyber threats can be achieved through

cybersecurity standards or frameworks. As shown in Figure 5,

popular  ISO  27001  has  been  implemented  by  around  28.3%

of SMEs, out of which around 9% of SMEs have GDPR, PCI

DSS, NIST Cybersecurity Framework (CSF), HIPAA and Sin-

gapore's PDPA as a combination while implementation. Over-

all GDPR is in place for around 10.12% of SMEs. These SMEs

were from countries like Sweden, United Arab Emirates,  the

United  States,  Australia,  Sri  Lanka,  Nigeria,  and  India.  Even

though  SMEs  are  not  located  in  Europe,  they  must  have

clients from Europe which is making them adopt GDPR com-

pliance.  NIST’s  CSF  is  adopted  as  only  one  framework  by

around  6.8%  of  SMEs.  As  is  clear  from  the  data,  more  than

57%  of  SMEs  lack  cybersecurity  standards  or  guidelines.  In

other words, vulnerability to cyber dangers is not clearly un-

der control. Additionally, there may be a few reasons prevent-

ing SMEs from moving forward with them. If enterprises do

not  have  proper  implementation  of  cybersecurity  standards

or  frameworks,  it  is  more  likely  that  there  would  be  many

open  weaknesses  that  cybercriminals  will  penetrate  to  fulfill

malicious intentions. Even if that enterprise has some sort of

random or own way of implementing cybersecurity controls,

which are not adopted from existing well-known standards or

frameworks,  there  are  fair  chances  that  top  management  or

any stakeholders will not come to know the cyber threat risk.

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com
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Figure 5: Security Standards / Frameworks Implemented in SMEs

As shown in Figure 6, around 57% of SMEs have either exist-

ing popular standards to implement as cybersecurity controls

or they might have created their assumptions to get some sort

of cybersecurity controls implemented. Around 28% of SMEs

acknowledged  that  they  have  no  cybersecurity  measures  in

place,  while another 16% are unsure.  Taking these three fac-

tors into account, roughly 72% of SMEs have some form of cy-

bersecurity  control  in  place,  with  only  about  28%  having

none. It illustrates that many SMEs lag in the implementation

of measures, despite the broad acceptance of current cyberse-

curity standards or frameworks.

Figure 6: Any implementation of security controls for SMEs

As per the enterprise’s asset needs, physical cybersecurity con-

trols are helpful for monitoring, helping in three areas which

are people, process, and technology; for protection of critical

assets  or  facilities  against  sabotage,  theft,  or  any  similar  hu-

man  attack  threats  as  well  [41].  Among  the  enterprises  that

have  some  physical  cybersecurity  controls  implemented,

CCTV, physical  gates,  guards,  and access  cards  are  the most

popular physical controls as shown as a part of research sur-

vey  data  in  Figure  7.  Motion  controls,  security  lighting,  and

environment  controls  appeared  as  the  least  implemented

physical  controls.

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com
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Figure 7: Physical Security Controls Implementation for SMEs

Many times, information security and cybersecurity are con-

sidered  as  same  terms.  It  is  not  true,  but  these  terms  have

some overlap. In the case of definition by ISO, preserving the

CIA Triad requirement of information in cyberspace is "cyber-

security".  It  also  makes  clear  that  physical  objects  connected

to each other  or  connected to  the  internet  form the founda-

tion of cyberspace. In short, information security is the protec-

tion of the information as an asset from cyber threats and vul-

nerabilities;  cybersecurity  on  other  hand  has  broader  cover-

age where protection of cyberspace and all the assets present

in  that  cyberspace  [42].  It  is  important  to  note  that,  cybers-

pace is not limited to entities connected to the internet, but al-

so  entities  that  are  communicating  with  each  other  without

even connecting to the internet. Internet is one of the subsets

of it. Cyber assets or ICT assets can be distinguished as tangi-

ble and intangible. Intangible assets include information, da-

ta, intellectual property, goodwill, reputation, an image in the

market,  service,  software  programs,  and applications.  Tangi-

ble  assets  include  hardware,  storage  media,  equipment,

machines, printouts, and end-users [43]. Cyberspaces may ex-

perience  security  issues  due  to  viruses,  unauthorised  access,

theft  of  the  organization's  confidential  information,  DoS  at-

tacks, insider threats,  laptop theft,  financial fraud, abuse of a

web application with a public interface, system penetration by

unauthorised entities,  misuse of  wireless  networks,  sabotage,

telecommunication fraud, website defacement, etc. [44]. Fur-

thermore,  cyberspace  is  formed  by  relationships  present  be-

tween  high-level  layers  of  physical  devices,  systems,  applica-

tions,  people,  and  processes.  In  short,  cyberspace  is  incom-

plete without consideration of people, process, and technolo-

gy and their linkage with each other in both cases of connect-

ed to or not connected to the internet [45].

Technical controls must be up to mark to perform critical cy-

bersecurity functions such as access control, monitoring, log-

ging, encryption, alert generation, and many such tasks [46].

As shown in Figure 8, 64% of SMEs had considered antivirus

software  and 52% had considered  firewalls  as  technical  con-

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com
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trols among a combination of different technical cybersecuri-

ty controls. More than a quarter of SMEs had no technical cy-

bersecurity procedures in place. It means that hackers can use

enormous attack surfaces in cyberspace for harmful purposes,

progressing to more sophisticated cyber-attacks.

Figure 8: Technical Security Control Types Implemented for SMEs

While standards are used to provide the bare minimum crite-

ria  for  attaining the  objective,  security  policies  help  the  firm

define a set  of  broad ideas.  Locking down the operating sys-

tem  of  a  worker's  laptop  or  desktop  while  he  or  she  is  not

there is the most basic requirement for assessing eligibility for

security clearance. Guidelines are recommended best practis-

es  that  aren't  mandated but can help staff  members or other

stakeholders  in  the  company follow the  law in  certain  situa-

tions.  In  order  to  build  policies  that  will  be  followed  inside

the business, procedures are actions that are clearly stated in a

logical manner while taking legal requirements into considera-

tion. This makes it simpler for participants or staff members

to do the work securely. Administrative controls are security

controls  that outline clearly defined processes,  methods,  and

necessary guidelines for  directing all  organisation stakehold-

ers,  and the implementation of  comprehensive cybersecurity

for  any business  depends on people's  involvement.  This  sort

of  control  covers  many  different  areas,  such  as  catastrophe
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planning, disaster recovery plans,  staff  recruitment via resig-

nation,  and  position  separation.  Training  and  awareness  are

two of the most crucial administrative controls. Additionally,

administrative  controls  provide  vital  strategies  that  support

firms.  Any company that  wants  to respond to a  cyber threat

and  prevent  the  consequences  of  a  successful  attack  must

have an incident response (IR) plan in place [47]. Such occur-

rences must be recorded by SME in an appropriate format, fol-

lowed by an issue report including the precise root cause diag-

nosis and a strategy for problem solving.

As shown in Figure 9,  among the SMEs who had some kind

of  administrative  controls  in  place,  more  than  50% of  SMEs

do not have any policies, approximately 58% of SMEs do not

have guidelines, and around 68% of SMEs do not have proce-

dures  as  administrative  cybersecurity  controls.  Around  17%

of  SMEs  were  only  having  security  policies,  but  no  security

guidelines or procedures to support those. About 14% of en-

terprises, were only having security guidelines but no security

policies or procedures. Also, less than 4% of enterprises were

having some sort of security procedures, but no security poli-

cies or guidelines.

Figure 9: Administrative Security Controls Implemented for SMEs

Enterprises  must  have  cybersecurity  processes  where  every

person working in it should get a series of steps or actions to

perform  certain  tasks.  Also,  procedures  are  required  to  be

very helpful for executing policies, followed by guidelines that

recommend best practices. Most importantly all these should

get regular updates as with its dependent areas such as actions

of people, required changes in systems or technology, failure

in the existing process, or even external events which are not

in control of the enterprise [48]. As it is evident in Figure 10,

around 34% of enterprises never conducted any cybersecurity

training  for  employees.  Human  beings  working  for  any  or-

ganization are the weakest link for cybercriminals. Hence cy-

bersecurity  awareness  pieces  of  training  must  be  more  fre-

quent  where  it  should  consider  the  effectiveness  of  the  mes-

sage  delivered  which  can  contain  critical  factors  such  as

"who"  communicates  information,  "avoiding"  shortcuts,

norms,  defaults,  salience,  priming,  affect,  commitments,  and

ego [49].
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Figure 10: Frequency Security Awareness Training for Employees in SME

Also as shown in Figure 11, when authors collected inputs to

understand problems that SMEs are facing while implement-

ing cybersecurity controls, finance for implementing cyberse-

curity, the shortage of resources appeared, and other business

priorities  are  more  important  for  them  found  as  the  biggest

problems for them. These top 3 problems indicate that SMEs

are not able to find any link between their business goals and

the cybersecurity controls to get the motivation to implement

those further. SMEs don’t take cybersecurity posture as impor-

tant as other business priorities. Cybersecurity controls imple-

mentation should be in alignment with business priorities to

be  accepted  by  SMEs,  it  is  an  important  finding  among  the

three  top  findings.  Apart  from  these,  SMEs  are  struggling

with  knowledge,  a  roadmap  to  invest  for  cybersecurity  con-

trols,  and  existing  standards  or  frameworks  need  big  invest-

ments – these are key issues identified by the authors.

Figure 11: The biggest obstacles faced by SMEs

Malware and Phishing attacks  along with Insider  attacks  are

the most faced cyber threats by SMEs as per Figure 12. Mal-

ware is a malicious software program that is prepared by cy-

bercriminals for cyber-attacks. These are mounted to the tar-

get  system  through  various  techniques  such  as  using  trojan

horse,  spam  email  attachments,  etc  [50].  Phishing  is  per-

formed by fooling the email recipient by showing urgency to

act where the receiver helps in performing malicious activity.

Using the link in such emails, the victim is generally navigat-

ed  to  mimicked  legitimate  websites  prepared  by  cybercrimi-

nals where the user's sensitive information is captured for per-

forming a cyber-attack [51].  Nowadays many enterprises are

exposed  to  insider  threats  as  their  employees,  partners,  ven-

dors  or  even  any  stakeholder  can  access  critical  business  as-

sets due to the lack of or lagging effectiveness of the cybersecu-

rity  controls.  Insider  threat  can  be  considered  as  either  or

both  of  two  approaches  which  are  -  either  by  determining

what an unauthorized person can do with access or by deter-

mining  the  access  control  mechanism  [52].  Presently  as  al-

most all enterprises are using the cloud for storing or process-

ing data, a web interface interacts with this database. Starting

from IoT till any AI-related software systems have access de-

veloped in web format, hence to mitigate web attacks is the ul-

timate need of any SME [53]. Depending on the name of the
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cybercriminal  gang  and  type  of  infection  process,  different

ransomware  attack  types  are  named  uniquely.  These  ran-

somware attacks are generally performed in a very sophisticat-

ed  manner  where  the  victim’s  system  gets  encrypted  and  to

get  its  decryption  key  hacker  demands  a  certain  ransom

amount.  Nowadays  it’s  even  becoming  worse  where  many

hackers get a backup of the database before encrypting the sys-

tem  where  they  increase  the  chances  of  getting  more  and

more financial gain by more threatening the victim [54]. DoS

attacks or even DDoS attacks are performed by cyber-crimi-

nals to deny access to legitimate users or subsystems to target-

ed  network  services.  Such  attacks  are  performed  using  open

vulnerabilities  in  software  where  hackers  keep  consuming

maximum or all  resources required for those services.  Those

services can be related to the server's CPU processing power,

memory used for operations, network link, or similar. The dif-

ference between DoS and DDoS is only that in DDoS cyber-

criminals  use  multiple  devices  to  attack  the  targeted  system

which increases difficulties in blocking the source from where

the attack is performed [55]. A volumetric DDoS assault aims

to overwhelm the target's computing capacity or nearby net-

work links by coordinating the coordinated delivery of a mas-

sive number of  meaningless materials.  On the one hand,  the

main  Internet  routers  commonly  use  the  FIFO  (First-In--

First-Out)  and  DROP-TAIL  queuing  disciplines,  which  do

not differentiate between types of traffic, imposing equivalent

loss  rates  for  attacks  and  genuine  data.  This  results  in  high

success  rates  for  this  sort  of  attack.  Attack  traffic  lacks  this

commitment; therefore, the links are surpassed even while le-

gitimate traffic tends to retire to avoid further congestion. As

a result, regular traffic is also impeded. The attackers, on the

other hand, are using more sophisticated techniques to ampli-

fy their attacks and harm the target, including DDoS-for-hire,

IoT-based  DDoS  attacks,  and  reflection  DDoS  attacks.  They

are doing this by taking advantage of the computational pow-

er  and  geographic  distribution  made  possible  by  the  large

number of devices and the diverse mobility patterns they sup-

port,  which  are  typically  built  into  IoT  and  mobile  IoT  sce-

narios [56]. When communication between individuals or sys-

tems may be monitored or tampered with, a man-in-the-mid-

dle assault occurs. The most recent data in transit encryption

solutions can aid in preventing these assaults [57].

Figure 12: The biggest obstacles faced by SMEs

Readers must have benefited from the sharing by SMEs to un-

derstand  the  need  to  design  a  new  cybersecurity  framework

for them.

Revisiting Core Cybersecurity Concepts

Any  cybersecurity  framework  or  standard  cannot  complete

without considering CIA Triad which is nothing but confiden-

tiality, integrity, and availability.

To  avoid  “Disclosure”,  implementation  of  controls  support-

ing “Confidentiality” are important. “Modification” or “Alter-

ation” should be avoided by implementing “Integrity” in cy-

bersecurity  posture.  To  prevent  “Destruction”,  “Availability”

should be considered in the design itself [58]. As shown in Fig-

ure 13, showing the Venn diagram of the CIA Triad, there is

always overlap among the three of those.
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Figure 13: CIA Triad

As illustrated in Figure 14,  the CIA Triad can be mapped to

additional tenets of cybersecurity such as authenticity, correct

specifications,  ethicality,  identity  management,  people’s  in-

tegrity, non-repudiation, responsibility, and trust. Even more,

such tenets can be mapped to this cybersecurity core concept

[58].  Authenticity  is  the  process  of  verifying  the  integrity  of

the user is genuine and legitimate [59]. For measuring the ef-

fectiveness of accountability, it  must be defined clearly - it is

related to responsibility in depth. For example, in the case of

supply chain governance, accountability is defined as compo-

nent  responsibility,  solution  responsibility,  whole  system  re-

sponsibility,  sector  responsibility,  and  CNI  responsibility

[60]. When a certain user can deny the involvement in acting

without other intended users having any way to prove other-

wise, it is known as a repudiation threat. For example, in a sys-

tem that cannot trace forbidden actions, such a user might un-

dertake an illegal or malicious operation. The ability of a sys-

tem to protect against repudiation threats is known as non-re-

pudiation  [61].  Such  quite  a  few  terms  of  the  cybersecurity

posture are taken care of by CIA Triad.

Figure 14: CIA Triad Mapping with Additional Tenets

Defense in Depth (DiD), also known as the “Castle” model, is

a very old conceptual model innovated by US National Securi-

ty  Agency  (NSA).  In  cybersecurity,  as  shown  in  Figure  15,

there are generally a few to seven layers that are considered to

protect  the  BDCA  of  an  organization.  SMEs  should  identify

the high impact  and high likelihood of  risk by analyzing the

list of assets, to find BDCA [62]. In cybersecurity, most of the

time BDCA is a piece of information. In such case, security of
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sensitive information should be taken into account in build-

ing information modelling (BIM). Encryption or the use of se-

cure file exchange servers during transmission are required to

guarantee data  security.  Enterprise’s  fears  about  security  can

be allayed by limiting password protection and evaluating au-

thority regulations, which can guarantee security and privacy

[63].  This  is  further  protected by multiple  layers  such as  the

data layer, application layer, host/endpoint layer, network lay-

er, logical/physical layer, and human layer. Any organization

should beware of the mission-centric approach for each layer

while implementing DiD [64].

Figure 15: Seven Layers of Defense in Depth Concept

Each of these layers will have many different controls helping

the cybersecurity  of  the  respective  layer.  The human layer  is

the  weakest  link  for  performing  successful  cyber-attacks  as

those  are  responsible  for  the  successful  execution of  the  rest

of the layers.

Understanding  Prioritization  of  Domain-Specific
CIA

Each  domain  will  have  different  priorities  based  on  the  de-

mand and importance of a particular aspect.  This aspect can

be mapped either or all from people, processes, and technolo-

gy. In other words, it will explain the need for either physical,

logical, or administrative controls. Also, it will point towards

specific expectations of confidentiality, integrity, or availabili-

ty.

Refer to Appendix A, where the authors had interviewed top

management of SMEs from the different business domains, to

understand  their  business  prioritized  BDCA  and  prioritiza-

tion of CIA. Figure 16 shows the manufacturing domain-relat-

ed  inputs  received  during  these  interviews.  The  BDCAs  for

this domain are Design drawings, Innovative Technology De-

sign, Own Chipset, and Technical Knowledge, as demonstrat-

ed. According to senior management, confidentiality is more

important than honesty or availability for these BDCAs. Simi-

lar to the Robot algorithm, medicine formulae, software tech-

nology servers, and supply chain network algorithms, integri-

ty is  prioritised by top management over confidentiality and

availability in these BDCAs. In a few production fields, SME's

senior management, automated equipment, and tools were all

BDCA. Additionally, it was determined that BDCA accessibili-

ty  was  the  most  crucial  element,  followed  by  confidentiality

and  honesty.  The  top  management  of  this  area  additionally

identified quality control, line operation, and software of de-

tector tolerance range as  BDCAs.  Additionally,  integrity  was

given  the  top  priority  for  the  same,  followed  by  accessibility

and secrecy.
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Figure 16: BDCA & CIA Prioritization in Manufacturing Domain

As  shown  in  Table  1,  it  is  giving  an  example  of  a  particular

SME domain mapped with  its  BDCA.  Based on that  BDCA,

ascending  order  of  prioritized  areas  of  the  CIA  triad  can  be

calculated. A BSFI domain enterprise might have a web appli-

cation  through  which  its  clients  are  doing  financial  transac-

tions as a BDCA. In that domain, confidentiality will be most

important compared to integrity or availability. Consider two

scenarios  for  the  elaboration  of  this.  Consider  scenario-I,  in

which this web application’s financial transaction data leaked

– it is a confidentiality issue. Consider another scenario-II, in

which this  web application is  not available for its  users for a

few hours  due  to  maintenance  hours  or  any other  reason.  If

readers will closely analyze the high impact risk, scenario-II is

tolerable as compared to scenario-I, meaning confidentially is

the  number  one  importance  for  this  domain  [65].  Similarly,

for  medicine  or  drug  manufacturing  pharmaceutical  enter-

prise, the actual digital system which has formulae of the dif-

ferent compositions of ingredients for saving human lives can

be considered as BDCA. If these formulae got altered by any

unauthorized entities,  it  can harm the lives of  patients.  Here

integrity of this system must be considered the highest priori-

ty, compared to rest two areas of the CIA triad [66]. Similarly,

for e-commerce domain enterprises, the online shopping web

portal might be their BDCA. For this web portal,  availability

will be most important to run the business than anything else.

If this shopping web portal is not reachable to customers for a
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few hours or during peak business hours, it will be the biggest threat to business [67,68].

Table 1: Prioritization in CIA Triad for Specific BDCA of Particular Domain

The domain of SME Business Business Domain Critical Asset
(BDCA)

Prioritization in CIA Triad in
Ascending Order of Highest to
Lowest

BSFI Web Portal for Financial Transaction
(1) Confidentiality
(2) Integrity
(3) Availability

E-commerce Online Shopping Web Portal
(1) Availability
(2) Integrity
(3) Confidentiality

Pharmaceutical Drug
Manufacturing

Medicine or Drug Formula Software
System

(1) Integrity
(2) Availability
(3) Confidentiality

For example, if e-commerce products are visible to the public

without  authentication it  won't  be  that  serious  to  their  busi-

ness that the web or mobile platform is not working for a cou-

ple of days. It means the highest priority is availability for the

BDCA which is an e-commerce platform in this example. Sim-

ilarly, being financial transactions as the core business of BS-

FI domain SMEs, confidentiality is a must for them. To avoid

alteration in human life-related crucial information, pharma-

ceutical  enterprises  will  have  integrity  as  the  highest  priori-

tized area [69,70].

Understanding Business Domain Critical Asset Needs

BDCA  is  a  dynamic  entity  across  industries.  It  keeps  on

changing depending on the  business  domain and even busi-

ness  goals  for  a  particular  enterprise.  Each  business  domain

may have different business domain key assets, as indicated in

Table 1. For a few SMEs financial transactions are crucial, for

a few 24X7 presence or production might be important,  and

so on.

It's also critical to realise that, even within the same industry,

two  distinct  SMEs  may  have  disparate  BDCAs  and,  as  a  re-

sult, differing requirements for the implementation of cyberse-

curity.

Implementation of Cybersecurity Controls for BDCA

As discussed in the fourth stage, BDCA is very important for

the existence and growth of any enterprise. Also, for a particu-

lar  domain’s  demand  and  business  purpose,  this  BDCA  will

differ.

As explained in Table 2, depending on the consideration of ei-

ther only one area or two areas, or three areas of the CIA tri-

ad for BDCA, the protection from cyber threats can change.

If all  areas of the CIA triad are implemented for BDCA, will

provide maximum cybersecurity for it.

Table 2: Prioritization in CIA Triad for Specific BDCA of Particular Domain

Implementation of Cybersecurity Controls for BDCA with Prioritized CIA CIA Implementation Level

Either of Confidentiality, Integrity, or Availability 1 - Low

Either two of Confidentiality, Integrity, and Availability 2 - Medium

All Confidentiality, Integrity & Availability 3 - High

Implementation of Defense in Depth Controls
As  explained  in  stage  2,  no  cybersecurity  framework  will  be

complete without DiD in consideration. It helps in the holis-

tic defense against cyber threats.
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As illustrated in Table 3,  every SME should first  concentrate

on enhancing the security of the host or endpoint layer, physi-

cal and digital perimeter layer, and human layer. If there are

any public-facing networks, applications, or data layers those

should be prioritized as well. As readers can see, it will be con-

sidered as DiD Implementation Level 1. Further, if the enter-

prise implements internal network and application layer secu-

rity, it can be considered DiD Implementation Level 2. With

additional steps to even implement data layer security within

an enterprise, DiD Implementation Level 3 can be achieved.

The  results  and  comments  can  be  provided  separately  or  in

one part, and they can be divided into heading subsections if

desired.

Table 3: Calculating DiD Implementation Level for Particular SME

Overall Cybersecurity Controls Implementation with Layered Approach of
DiD

DiD Implementation
Level

Human Layer Security+ Perimeter Security (both Physical & Digital)+
Host/Endpoint Security + Public-Facing Network Security + Public-Facing
Application Layer Security + Public-Facing Data Layer Security

1 - Low

All in Level 1 + Internal Network Layer Security + Internal Application Layer
Security 2 - Medium

All in Level 2 + Internal Data Layer Security 3 - High

Calculating Cybersecurity Controls Maturity Level

As earlier stages have certain implementations of cybersecuri-

ty controls, in this stage SMEs can be assessed to find the level

of maturity they have achieved to safeguard their business in

a particular domain. For which the two inputs are considered

which are the outcome from stage 5 and stage 6.

As shown in Table 4, enterprises can start implementing over-

all  cybersecurity  controls  along  with  a  prioritized  approach

for BDCA. With the step-wise approach, they can start with a

lower budget and resource investment, and can plan for bet-

ter protection against cyber threats.

Table 4: Calculating Cybersecurity Maturity Level for Particular SME

BDCA Implementation with
Prioritized CIA

Overall Cybersecurity Controls Implementation
with Layered Approach of DiD

Maturity
Level

Either of Confidentiality, Integrity, or
Availability

Human Layer Security+ Perimeter Security (both
Physical & Digital)+ Host/Endpoint Security +
Public-Facing Network Security + Public-Facing
Application Layer Security + Public-Facing Data
Layer Security

1 - Low

Either of Confidentiality and
Integrity, Integrity and Availability or
Confidentiality and Availability

All in Level 1 + Internal Network Layer Security +
Internal Application Layer Security 2 - Medium

All Confidentiality, Integrity &
Availability All in Level 2 + Internal Data Layer Security 3 - High

As explained in Table 4, Maturity Level 1, covers either of the

areas in the CIA triad and considers the cybersecurity of the

three most vulnerable layers of DiD. With increasing levels, it

keeps on growing towards holistic implementation. Maturity

Level 1 has fewer cybersecurity controls implemented as com-

pared to Maturity Level 3. SMEs need to move towards Matu-

rity Level 3 with the time.

AI-Driven Cybersecurity Controls Mapping for SME

BDCA implementation with prioritized CIA triad and overall

cybersecurity  controls  implementation  with  a  layered  ap-
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proach of DiD can be mapped with the particular SME hav-

ing a specific business domain. Artificial Intelligence (AI) can

aid  in  the  identification  of  appropriate  controls  for  a  given

SME business domain and mission-critical asset.

Responsible  AI  for  Mapping  Cybersecurity  Controls
for SME

AI should help with the ethical  standards while selecting the

appropriate controls for cybersecurity implementation. There-

fore,  this  is  translated to  responsible  AI  principles  that  are  a

component  of  the  methodology  for  using  Artificial  Intelli-

gence techniques in real-world settings while retaining model

responsibility  and  explainability  [71].  Figure  17  illustrates

how  the  installation  of  cybersecurity  controls  may  be

matched to ten fundamental principles of responsible AI [13].

Understanding the purpose of each vital asset in the particu-

lar business sector that a SME operates in is essential when it

comes to the first responsible AI concept, "Assess positive and

negative  consequences  and  implications."  Then,  to  meet  the

CIA Triad or DiD criteria, the same must be mapped to cyber-

security controls and features. It is vital to describe the bene-

fits of the selected controls and/or their characteristics.

Also,  by  incorporating  ongoing  input  and  feedback  from

SMEs,  the  process  of  mapping  cybersecurity  measures  and

their characteristics for SMEs with similar business areas can

be improved. SMEs should also get as much advice as possi-

ble to maximize their benefits. It is also vital to maintain trans-

parency  in  regards  to  justifying  negative  impacts  and  neces-

sary safeguards,  as well  as  providing specific  controls  and/or

their features to SMEs. AI should be built in such a way that it

always shares options for reaching the same goals with fewer

risks or side effects.

The  second principle,  "Complement  humans,"  relates  to  im-

proving people's abilities to aid in the SME's stronger cyberse-

curity  posture.  It  should  also  include  cybersecurity  controls

that  will  assist  individuals  in  doing  better  operations  rather

than directly replacing them.

The  third  principle,  "Ensure  human  control,"  should  be  re-

garded as  a  zero-day assault  and with the emergence of  new

cyber tricks, it is critical not to automate the cybersecurity do-

main. Many effective cyber-attacks have identified humans as

the weakest link. Employees should be instructed on what to

do  and  what  not  to  do  while  working  in  the  field.  Further-

more, all SMEs' stakeholders' data should be protected during

cybersecurity implementation. Maintain a human-friendly, in-

dividual-centered environment inside SME.

The  fourth  principle,  "Ensure  human  safety  and  wellbeing,"

should  prioritize  the  deployment  of  cybersecurity  measures,

with  "Fail-Safe"  being  prioritized  first,  followed  by  "Fail  Se-

cure,"  even  though  both  are  critical  from  distinct  perspec-

tives.  For example, if  a fire breaks out in a server room con-

taining  a  significant  database,  even  though  it  is  a  vital

database that should be protected by physical doors with ac-

cess restrictions, it is critical to unlocking doors to prevent hu-

man deaths or injuries. In this case, organizations must assess

whether another solution for database security is required.

The envisaged AI supporting framework will  make sure that

human rights law is not ignored when implementing cyberse-

curity  rules,  which  is  the  fifth  principle.  This  principle  en-

sures  conformity  with  human  values  and  human  rights.  It

should also consider gathering feedback from individuals on

cybersecurity controls in place, analyzing those controls regu-

larly, and improving them to make them more human-friend-

ly without jeopardizing cybersecurity.

The sixth principle, providing openness and auditability,  en-

sures that all stakeholders are aware of the controls and/or fea-

tures provided by this cybersecurity framework.

Under  the  seventh  responsible  AI  principle,  "Embed  quality

assurance,"  the  framework  should  ensure  that  data  collected

from various SMEs are constantly evaluated and made more

useful in the implementation of cybersecurity controls, ensur-

ing that the best possible cybersecurity is delivered. It must al-

so  give  an honest  assessment  of  the  controls  and/or  features

implemented.

The eighth responsible AI principle is to demonstrate robust-

ness and resilience, which requires SMEs to undertake an au-

dit concerning the applied cybersecurity controls, where peo-

ple,  processes,  and  technology  will  be  evaluated  and  im-

proved  over  time.

To  comply  with  the  ninth  principle,  "Ensure  accountability

for  obligations,"  roles  and  responsibilities  must  be  properly

understood by everyone with SMEs ensuring good communi-

cation for any cyber-attack event, complaint, appeals, damag-

https://evega.in/demo/gp-pdf/SEG/www.scientificeminencegroup.com


Page 19 J Bus Manage and Econ Stat

SCIENTIFIC EMINENCE GROUP | www.scientificeminencegroup.com Volume 2 Issue 1

ing errors, and so on during the implementation of the frame-

work.

In order to ensure that processes inside SMEs handle any cy-

ber-attack incident, complaint, appeals, damaging errors, and

other  cybersecurity  controls  more  effectively,  it  is  crucial  to

ensure  that  the  processes  adhere  to  the  tenth  responsible  AI

principle,  "Enforce,  and accept the enforcement of,  liabilities

and sanctions." It should also ensure that SMEs are well-posi-

tioned to meet the demands of external stakeholders in their

eco-system or specific region/country.

Figure 17: Cybersecurity Controls Implementation Mapping with Principles of Responsible AI

Software  for  Step-wise  Cybersecurity  Controls  Map-
ping for SME

The  authors  are  working  on  the  implementation  of  a  we-

b-based  software  having  predictive  data  pulled  by  processes

developed in AI and ML software. Any SME can register itself

adding key information such as business domain and its spe-

cific  mission-critical  asset.  Taking  it  as  input  software  pre-

dicts the prioritization in the CIA triad, relevant cybersecuri-

ty controls, and their specific features.
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Figure 18: Web Application Flow Screenshot showing priority of components in CIA Triad

The research data that was gathered is utilised as the first in-

put for the CIA triad's business domain, BDCA, and prioritis-

ing components. A multiclass classification technique is being

used  in  this  section  of  the  ML  programme.  The  class  of  a

piece of data—in this example, the three elements of the CIA

triad of secrecy, integrity, and availability—is predicted using

supervised machine learning. This method requires a set of la-

belled samples  as  input.  They all  start  out  as  text  data.  After

that,  it  is  transformed  into  the  Key  (numeric)  type  via  the

Term  Transform.  A  classifier  is  the  result  of  a  classification

method, and it is used to forecast the class of fresh unlabeled

examples [72,73]. Firstly, with helps in predicting prioritized

components in the CIA triad based on particular BDCA. Fur-

ther,  this  algorithm predicts  the CIA triad prioritization and

its  cybersecurity  controls  mapping,  categorizing  those  con-

trols as per their relevance in either confidentiality, integrity,

and availability.

Figure 19: Web Application Screenshot showing Recommended Cybersecurity Controls for Particular BDCA and Confidentiality as priority

For example, refer the Figure 18 which is highlighting one of

SMEs' BDCA it is showing Confidentiality is the highest prior-

ity.  Further  as  shown in  Figure  19,  the  software  can pull  re-

quired  cybersecurity  controls  to  fulfill  the  security  require-

ment for the same. Similarly, it will help SMEs to implement

cybersecurity controls for Integrity and Availability in further

steps. In an also similar way, this software also giving recom-

mended the least cybersecurity controls to be implemented to
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satisfy DiD within an SME. Collectively this software will pro-

vide the maturity level as a result. SMEs need to refer to this

software and keep on improving the maturity level of cyberse-

curity implementation.

Figure 20: Cybersecurity Controls Implementation for DiD Levels

As shown in Figure 20, even software can show the achieved

fulfilling minimum level of cybersecurity controls implemen-

tation for DiD layers.

BDSLCCI 2.0, which has been available since January 1, 2024,

refers to the below sequence of controls in different DiD lay-

ers  where  data  layer  security  has  been  prioritized  based  on

various digital data privacy compliances that are more priori-

tized  in  various  countries  [70].  Refer  to  Appendix  B  for  the

list of control areas for BDSLCCI 2.0. It is important to note

that  the BDSLCCI security  governance layer  focuses  on pre-

paredness  to  overcome  any  unseen  security  event  as  well  as

continuous improvement in cybersecurity posture via period-

ic cybersecurity audits and fixation of the vulnerabilities iden-

tified in those audits.

Also, through BDSLCCI web platform, small and medium en-

terprises gains below benefits.

Registration to the BDSLCCI Web Portal as an SMB

or SME (Each company can register  for  their  own

business domain)

Online Security Gap Analysis (for BDSLCCI baseline)

List  of  Recommended  Cybersecurity  Controls  (in

ascending  order  of  BDSLCCI-recommended

implementation)

Access for other Teammates to the Portal

SecureClaw  Crawler  Tool  to  Scan  and  Identify

Vulnerabilities  in  EndPoints  (such  as  Laptops,

Desktops,  and  Servers)

Key  Cybersecurity  Policy,  Matrix,  Guidelines,  and

Forms as Documentation

Online Cybersecurity Awareness Trainings, followed

by a Test and Training Certificate for Employees

Cybersecurity  Awareness  Posters  and  Banners  for

Employees

Daily  Cyber  Threat  Alert  Email  Notification  (The

company  received  an  email  with  the  latest  cyber-

attack  title,  description,  possible  impact,  and

recommended  precautions  and  solutions)

BDSLCCI Online/Physical Audit and Assessment

BDSLCCI Achieved Level Certificate and Transcript

(It is one of the outcomes of the audit and assessment)
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Web Analytics  Report  Showing various graphs and

details  showing  coverage  and  effectiveness  of  the

BDSLCCI  controls  implemented  (It  is  one  of  the

outcomes of the audit and assessment)

Option to  DOWNLOAD various  Status  Reports  in

pdf format

Additional  consulting  and/or  assistance  for  the

implementation of BDSLCCI-recommended controls

Conclusion & Future Work

Small  and  medium  enterprises  (SMEs)  are  playing  a  crucial

role in the global economy, and any threat to their growth or

existence will  negatively impact the economy. It  is  critical  to

protect SMEs in order to maintain employment opportunities

and  boost  GDP  in  developed  economies.  With  the  growing

need  for  digitization  in  Industry  4.0,  every  organization,  in-

cluding SMEs, is seeing an increase in the surface of cyberat-

tacks.  If  organizations  do  not  implement  proper  controls  to

protect themselves, cybercriminals can perform malicious ac-

tivities and cause harm to the business. It has been discovered

that nearly half of these enterprises are vulnerable to various

cyberthreats. From the inputs received from the top manage-

ment of various SMEs, there are four high-level problems. Ex-

isting  cybersecurity  standards  or  frameworks  demand  many

generic  controls  to  be  implemented,  which  is  expensive.  Se-

condly,  SME companies  do not  have the skilled resources to

implement or  maintain such cybersecurity  controls.  Thirdly,

SME  top  management  cannot  relate  cybersecurity  to  one  of

their top business priorities.  It  might be because the existing

cybersecurity standards or frameworks do not directly specify

their business domain. Finally, SMEs are not receiving system-

atic guidance on where to begin the journey of implementing

cybersecurity controls. To address these problems, it is impor-

tant to have a different approach.

Hence,  there  are  two  areas  where  SMEs  need  to  focus.  The

first  is  that  SMEs need to identify and protect  their  business

domain critical assets (BDCA), without which they could not

execute their business. Also, the confidentiality, integrity, and

availability (CIA Triad) prioritization needs of any such BD-

CA  differ  based  on  the  enterprise’s  business  domain.  There

should be the implementation of BDCA-focused cybersecuri-

ty controls as per the priority. The second area for any SME is

to implement defense mechanisms in each layer of the organi-

zation, which can start by implementing the least amount of

cybersecurity  controls  to  safeguard  each  layer.  It  is  widely

known as the "defense in depth" (DiD) technique. It can pro-

vide comprehensive protection, lowering the overall risk of a

cyberattack. With the gradual installation of the simplest cy-

bersecurity  controls,  an  SME's  maturity  level  can  be  raised

while  putting  less  strain  on  other  aspects  of  the  business.

Many SMEs are lagging in matching the rising needs of cyber-

security implementation for themselves. It would be better if

they  would get  a  structured,  step-by-step approach to  a  new

cybersecurity framework to begin with and mature over time.

The recommended method of stepwise implementation of cy-

bersecurity controls can help SMEs, rather than "no" or "ran-

dom" cybersecurity control implementation.

In the future, SMEs need to maintain a level of maturity in cy-

bersecurity along with fixing and improving open vulnerabili-

ties in regular assessments to avoid any implementation gaps

in  their  cybersecurity  posture.  Even  additional  controls  can

be implemented with time. The framework can be more use-

ful  by  using  responsible  AI  or  similar  advanced  technology

while compiling various inputs from different SMEs, different

domains,  and different BDCAs to assist  in providing recom-

mended cybersecurity  controls.  SMEs can choose  a  different

asset that is crucial to their goal and continue to develop con-

trols for each one. These new recommended solutions as part

of the research can be further enhanced for large enterprises

or other segments as well.
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Appendix A: The following are the high-level inputs received from top management such as Directors, CEOs, and C-Level Executives of

SMEs while asked about the Business Domain Critical Asset (BDCA) for their business domain, followed by prioritization of the Confidential-

ity, Integrity, and Availability for BDCA. In this qualitative analysis, SMEs participated were from countries like India, Dubai, Iran, China,

Russia, and the USA

Number of
Participants Business Domain

Business Domain
Critical Asset (BDCA)

Prioritization on a scale of 1 to 10 (1 being
lowest and 10 being highest)

Confidentiality Integrity Availability

12 Manufacturing Design Drawings 10 8 6

10 Software
Development

Source Code of
Software Applications 10 8 6

7 Marketing Customer Database 10 8 6

3 Manufacturing Ordering System
Integration with Shops 5 6 10

3 Aggregator Aggregator Platform -
Web 8 6 10

2 Real estate Skilled Labaur 1 1 10

2 Logistics Logistics Software
Portal 10 8 6

2 E-Commerce Online Shopping Portal 6 8 10

2 Consulting Customer Database 10 6 8

2 Audit (Cybersecurity
& IT)

Audit Reports
containing internal
information of
organization

10 8 6

1 Trading Trading Software 6 8 10

1 Support Network Access 8 10 6

1 Support Phone Systems 6 8 10

1 Storage &
Warehousing

Temperature and
Humidity Controller 5 10 9

1 Software Platform Software of sending
bulk emails 8 6 10

1
Software
Development -
Cloud Infra Based

Connectivity to cloud 8 6 10
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1 Software
Development

Integrated Software
Source Code 8 10 6

1 Software
Deployment

Infrastructure
Knowledge 8 10 6

1 Software - Reseller Data Integrity 6 10 8

1 Software - Product Software Source Code 10 8 6

1 Sales & Marketing Client's Signed
Documentation 7 10 9

1 Product Testing Client Product IP and
Reports 10 8 6

1 Product - Security
Access System Data sent on cloud 10 8 6

1 Product - Security
Access System Firmware 6 8 10

1 Product - Security
Access System Hardware 6 8 10

1 Product - Security
Access System Software 6 8 10

1 Product - Design 3D modelling drawing 10 8 6

1 Marketing - Web
Platform

Online AI Driven Web
Platform 8 6 10

1 Manufacturing Algorithm of Robot 8 10 6

1 Manufacturing Automated machines
and tools 8 6 10

1 Manufacturing

Calibration Guidelines
as per industry
standards (Quality
Control)

5 10 5

1 Manufacturing CNC Machine 6 8 10

1 Manufacturing ERP System 5 6 10

1 Manufacturing Formula of Beverage 10 8 6

1 Manufacturing
Formula of various ice-
creams programmed in
systems

10 8 5

1 Manufacturing

Innovative Technology
Design for less power
consumption for
Industrial Usage

10 8 6

1 Manufacturing Line Operation 6 10 8

1 Manufacturing Medicine Formulae 8 10 6

1 Manufacturing Own Chipset 10 8 6

1 Manufacturing Quality of Food
Ingredients 6 10 8

1 Manufacturing Software of Detector
Tolerance Range 6 10 8
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1 Manufacturing
Software Technology
Server of Automation
Software & Database

8 10 6

1 Manufacturing Supply Chain Network 8 10 6

1 Manufacturing Technical Knowledge 10 8 6

1 IT Consulting Skilled Employees 0 0 0

1 Information Security Security Product 10 8 6

1 Industrial
Automation

IIoT Hardware's Data
Integration 6 10 8

1 Healthcare Machines 6 10 8

1 Healthcare Operation Theater (OT)
/ ICU 5 10 8

1 Healthcare Patient Info 10 8 6

1 FMCG Online Platform Supply
Chain 6 8 10

1 Financial Services Customer Data 10 8 6

1 Financial Services Operational Softwares 6 10 8

1 Fabrication of
various designs Customer Designs 0 0 0

1 End to End Smart
Monitoring

Hardware's Data
Integration 6 10 8

1 Electrical
contracting Skilled Laboure 0 0 0

1 E-Learning E-Learning Web
Platform 6 8 10

1 Cloud Infra Provider Hardware Availability 6 8 10

1 Cloud Infra Provider Power to Hardware 6 8 10

1 CCTV Installation Connectivity to cameras 6 8 10

1 CCTV & Firewall
Installation Technical Knowledge 0 0 0

1 Call Center Call Center Infra
Connectivity 6 8 10

1 BSFI API & Applications for
Financial Transactions 10 8 6

1 BSFI Loan Processing
Application 10 8 6

1 Industrial
Automation Cloud Platform 6 8 10

1 Industrial
Automation

Installation after
Quality Check 6 10 8

1 Industrial
Automation Product Design 10 8 6

1 Industrial
Automation Source Code 8 10 6
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1 Audit (Accounts) Working papers and
documentation 10 6 8

1 Financial Consulting none 0 0 0

1 Aggregator Aggregator Platform -
Mobile App 8 10 6

1 Accounting Accounting Software
Database 10 8 6

Appendix B: The following are the enhanced DiD Layers in BDSLCCI 2.0 version which is available since January 2024

PrioritySequence Layer Name Maturity Level BDSLCCI Controls

1 Host/Endpoint Security Layer BDSLCCI Level
1

1.1 - Host/Endpoint - Less
Permission to Use
1.2 - Host/Endpoint - Endpoint
Protection - Anti-Virus
1.3 - Host/Endpoint - Licensed
Operating System (OS)
1.4 - Host/Endpoint - Block File
Transfers
1.5 - Data - Encryption
1.6 - Data - Access control
1.7 - Data - Backup
1.8 - Data - Data Loss Prevention
1.9 - Data - Secure Deletion
1.10 - Human - Cybersecurity
Awareness Training
1.11 - Human - Separation of Duties
1.12 - Human - Service Level
Agreement (SLA)
1.13 - Human - Employee
Background Check
1.14 - Human - Review Access
Rights
1.15 - Human - Cyber Threat Alert
Notifications
1.16 - Human - Cybersecurity
Banners / Posters
1.17 - Human - Non-Disclosure
Agreement (NDA)

2 Data Security Layer

3 Human Security Layer

4 Network Security Layer BDSLCCI Level
2

2.1 - Network - Network Firewall
2.2 - Network - Network Access
Control
2.3 - Network - Remote Access VPN
2.4 - Network - Instruction
Detection & Prevention Systems
(IDPS)
2.5 - Application - OWASP Coding
Practices
2.6 - Application - Application
Hardening

5 Application Security Layer
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6 Physical Perimeter Security
Layer

BDSLCCI Level
3

3.1 - Physical Perimeter - Locked
and Dead-Bolted Steel Doors
3.2 - Physical Perimeter - Closed-
Circuit
Surveillance Cameras (CCTV)
3.3 - Physical Perimeter - Picture IDs
3.4 - Physical Perimeter - Security
Guards / Proper Lighting /
Biometrics / Environmental Control
3.5 - Governance - Incident
Response Process
3.6 - Governance - Business
Continuity Plan (BCP)
3.7 - Governance - Periodic Audit

7 Governance Security Layer
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